Wireless handsets increasingly offer subscribers a third screen for accessing the Internet and video programming. The converging technologies and markets that make this possible present a major regulatory quandary, because national regulatory authorities seek to maintain mutual exclusivity between regulated telecommunications services and largely unregulated information services.
competition and subscriber access to wired cable television content, and concludes that wireless subscribers deserve similar efforts in light of wireless carriers' incentives and abilities to blunt competition. The essay concludes that NRAs must balance the carriers' interests in finding new revenue centers to pay for next generation network upgrades with subscribers' interests in maximizing their freedom to use handsets they own. Wireless handsets increasingly deliver more than tetherless telephone calls, text messaging, and ringtones. Next generation networks and the sophisticated handsets that access them, offer a variety of new information, communications, and entertainment ("ICE") services. Wireless handsets have begun to function more like mobile computers providing consumers a third screen alternative to televisions and larger desktop and laptop computers. 1 The wireless third screen has the potential to offer users mobile access to everything the Internet can provide. However, it has become clear that most wireless carriers have a financial interest in steering subscribers to a more limited "walled garden" 2 of content and services provided by the carrier, an affiliate of the carrier, or a third party that has secured preferential access to the carrier's subscribers in exchange for sharing revenues. Unlike computer terminals where users have easy and unfettered opportunities to exit the carrier's walled garden, wireless subscribers may experience difficulty, and incur additional costs when departing from wireless carriers' walled gardens. Walled gardens constitute carrier-delivered content provided to subscribers in a userfriendly, expedited basis. For example, a wireless carrier might offer access to a preferred search engine, or source of content by offering a one step process. Subscribers seeking to access nonpreferred content, typically would have to undertake several steps which add time, complexity, inconvenience and possibly higher cost in the determination whether to opt out of walled garden options. "Although U.S. mobile service providers tend to keep tight control on what applications are available and what services consumers can access on mobile handsets by selling content through their own branded portals (the 'walled garden' approach), operators have begun selectively to allow third-party content providers to market multimedia content directly to their subscribers, in exchange for a share of the revenue generated by the sale of these services." Implementation of Section 6002(B) of the Omnibus Budget Reconciliation Act of 1993, Annual Report and Analysis of Competitive Market Conditions with Respect to Commercial Mobile Services, WT 07-71, Twelfth Report, 23 FCC Rcd. 2241 , 2315 (2008 .
Internet Service Providers ("ISPs") have limited control over users' computer terminals, and video programmers have no power to restrict how television owners use their sets to access recorded, or real time programming. On the other hand, wireless carriers can and do impose substantial operational limitations on handset use. Some of these restrictions represent necessary safeguards in light of the fact that wireless handsets use radio spectrum and require a technical interface to access specified channels using a predetermined format. But most restrictions result when carriers seek to recoup financial subsidies for handsets sold in conjunction with new, or renewed service agreements.
Additionally, carriers seek strategic opportunities to squeeze out more revenues per subscriber, to prevent migration to the services of another carrier, and to keep subscribers within the confines of a carrier's walled gardens. This paper will examine the regulatory status of wireless carrier-delivered video content with an eye toward determining the necessary scope and nature of government oversight. Congress, 13 FCC Rcd. 11501, 11522 (1998) ; see also Vonage Holdings Corp., 290 F. Supp.2d at 994, 1000 (applying the FCC's dichotomy). 4 Telecommunications is defined as "the transmission, between or among points specified by the user, of information of the user's choosing, without change in the form or content of the information as sent and received." 47 U.S.C. § 153(43). Telecommunications service means "the offering of telecommunications for a fee directly to the public, or to such classes of users as to be effectively available directly to the public, regardless of the facilities used." 47 U.S.C. § 153(46). The Communications Act defines telecommunications carrier as "any provider of telecommunications services, except that such term does not include aggregators of telecommunications services (as defined in section 226). A telecommunications carrier shall be treated as a common carrier under this Act only to the extent that it is engaged in providing telecommunications services, except that the Commission shall determine whether the provision of fixed and mobile satellite service shall be treated as common carriage." 47 U.S.C. § 153(44). markets all but guarantee instances where a single venture provides more than one type of service, but the Federal Communications Commission ("FCC") has evidenced a disinclination to apply two different regulatory regimes. Accordingly, the FCC treats wireless carriers as qualifying for largely unregulated status, despite the fact that these carriers continue to provide regulated telecommunications services and their video programming could readily fit within the cable classification.
The paper concludes that national regulatory authorities ("NRAs") must balance the carriers' interests in finding new revenue centers to pay for next generation network upgrades with subscribers' While information service providers use telecommunications to transmit bitstreams, the FCC has chosen not to separate this functionality from the information processing that also occurs. In other words the FCC considers telecommunications to be subordinate to and fully integrated with the predominant information service.
5
Information service is defined as "the offering of a capability for generating, acquiring, storing, transforming, processing, retrieving, utilizing, or making available information via telecommunications, and includes electronic publishing, but does not include any use of any such capability for the management, control, or operation of a telecommunications system or the management of a telecommunications service." 47 U.S.C. § 153(20).
6
Cable service is defined as "(A) the one-way transmission to subscribers of (i) videoprogramming, or (ii) other programming service, and (B) subscriber interaction, if any, which is required for the selection or use of such video programming or other programming service." 47 U.S.C. § 522(6). The term "cable system" refers to " a facility, consisting of a set of closed transmission paths and associated signal generation, reception, and control equipment that is designed to provide cable service which includes video programming and which is provided to multiple subscribers within a community, but such term does not include (A) a facility that serves only to retransmit the television signals of 1 or more television broadcast stations; (B) a facility that serves subscribers without using any public right-ofway; (C) a facility of a common carrier which is subject, in whole or in part, to the provisions of title II of this Act, except that such facility shall be considered a cable system (other than for purposes of section 621(c)) to the extent such facility is used in the transmission of video programming directly to subscribers, unless the extent of such use is solely to provide interactive on-demand services; (D) an open video system that complies with section 653 of this title; or (E) any facilities of any electric utility used solely for operating its electric utility systems." 47 U.S.C. § 522(7). "Video programming"' means "programming provided by, or generally considered comparable to programming provided by, a television broadcast station." 47 U.S.C. § 522 (20) . interests in maximizing their freedom to use handsets they own. NRAs should help promote carriers' exploitation of technological and marketplace innovations that make it possible for wireless carriers to provide a combination of telecommunications, information, and video programming services. But regulators also must guard against carrier anticompetitive strategies designed to favor their ICE services by handicapping access to alternative sources. The paper concludes that because the FCC considers it necessary to promote video programming competition and access for wired cable television ventures, the Commission must undertake similar efforts to promote wireless access, because wireless carriers have equivalent incentives and abilities to blunt competition.
I. The Regulatory Quandary Presented By Third Screen Convergence
Innovations in wireless handsets make it possible for devices to provide access to a variety of ICE services that include telephone calling, information services, e-commerce applications, position location functions, as well as access to the Internet and video programming. Wireless handsets have become an electronic Swiss Army knife capable of exploiting ICE convergence and easily toggling between first, second, and third generation wireless functions. In the first generation of wireless handsets, users made mobile telephone calls almost exclusively. With digitization in the second generation, subscribers could engage in text messaging, photography, music downloading, and other functions that rely on memory storage, keypads, and video screens. In the evolving third generation, the wireless handset can switch between legacy functions and new features that can convert the handset into a mobile computer terminal, television set, and platform for access to most multimedia content. "Convergence in telecommunications gives many consumers access to multiple technologies or platforms that can be used to send and receive voice communications. Consumers are no longer limited to wireline platforms: they can choose from a range of platforms, including wireless and broadband. As wireless and broadband technologies have become more widely available to and used by consumers, they have increasingly become part of the competitive continuum. As more The FCC and other NRAs appear ill-equipped to apply different regulatory regimes to the same enterprise that now can easily shift functions. Prior to the onset of robust technological and market convergence, NRAs could erect different and mutually exclusive regulations based on the single set of functions any one enterprise would offer. NRAs in most nations have established different regulatory requirements for broadcasters, cable television operators, telephone companies, and ISPs based on the specific characteristics of each type operator. Most NRAs have yet to address the impact of convergence that makes it possible for wireless carriers to offer a combination of services and functions that run the gamut of regulatory classifications.
To make matters even more complicated in the wireless marketplace, carriers blend content and conduit making it all but impossible to establish "bright line" regulatory demarcations between the provision of telecommunications transmission services and the content these links transmit. In previous regulatory regimes, NRAs could separate the content provider from the content carrier subjecting the former to little, if any, government oversight while subjecting the latter to extensive common carrier price, quality of service, and nondiscrimination regulation.
In the United States, the FCC has created a largely deregulated classification, information services, and seeks to classify as many convergence services as plausible into this category with an eye toward promoting marketplace driven competition and innovation. 8 The FCC has opted to ignore or subordinate the conduit function provided by carriers and to emphasize that these carriers provide consumers view and use wireless and broadband services as substitutes for wireline services, the extent to which wireline and broadband services are competitive with wireline services will increase. 
10
Voice over the Internet Protocol ("VoIP") offers voice communications capabilities, much like ordinary telephone service, using the packet switched Internet, for all or part of the link between call originator and call recipient. VoIP calls originating or terminating over the standard, dial up telephone network require conversion from or to the standard telephone network's architecture that creates a dedicated "circuit-switched" link, as opposed to the ad hoc, "best efforts" packet switching used in the Internet.
11
Internet Protocol Television ("IPTV") offers access to video programming via the Internet. Users can download files that contain such content for subsequent viewing. Alternatively they can receive an online "stream" of video packets corresponding to an existing file, or a simulcast of "live" programming.
12
" [W] we seek to adopt a comprehensive policy that ensures, consistent with the Act in general and section 706 specifically, that broadband Internet access services are available to all Americans and that undue regulation does not constrain incentives to invest in and deploy the infrastructure needed to deliver broadband Internet access services. As part of this policy, we believe that we should regulate like services in a similar manner so that all potential investors in broadband network platforms, and not just a particular group of investors, are able to make market-based, rather than regulatory-driven, investment and deployment decisions." Appropriate Framework for Broadband Access to the Internet Over Wireline Facilities, CC Docket No. 02-33, Report and Order and Notice of Proposed Rulemaking, 20 FCC Rcd. 14853, 14878 (2005 (2006) . CMRS operators do enjoy regulatory forbearance of some specified regulations, e.g., the need to file tariffs that establish the terms and conditions for service. However, for regulation not explicitly removed, CMRS carriers must comply with Title II regulatory requirements and the FCC can forbear from applying any of the remaining regulations, only upon determining that consumers will remain protected against unreasonable and discriminatory service and that the public interest supports forbearance. "A person engaged in the provision of a service that is a commercial mobile service shall, insofar as such person is so engaged, be treated as a common carrier for purposes of this chapter, except for such provisions of subchapter II of this chapter as the Commission may specify by regulation as inapplicable to that service or person. In prescribing or amending any such regulation, the Commission may not specify any provision of section 201, 202, or 208 of this title, and may specify any other provision only if the Commission determines that-(i) enforcement of such provision is not necessary in order to ensure that the charges, practices, classifications, or regulations for or in connection with that service are just and reasonable and are not unjustly or unreasonably discriminatory; (ii) enforcement of such provision is not necessary for and video programming providers, wireless carriers do not trigger conventional telephone service regulation. Wireless carriers want the FCC and the public to conclude that in the absence of Title II common carrier regulation, little statutory authority exists as a foundation for regulation.
Wireless carriers do not evade regulation simply because a portion of what they offer does qualify for comparatively less regulatory oversight than what offering telecommunications service triggers. Nevertheless, a prominent Wall Street Journal industry analyst has concluded that the wireless carriers have succeeded in creating the inference that they are unregulatable:
"A shortsighted and often just plain stupid federal government has allowed itself to be bullied and fooled by a handful of big wireless phone operators for decades now. And the result has been a mobile phone system that is the direct opposite of the PC model. It severely limits consumer choice, stifles innovation, crushes entrepreneurship, and has made the U.S. the laughingstock of the mobile-technology world, just as the cellphone is morphing into a powerful hand-held computer. . . . That's why I refer to the big cellphone carriers as the 'Soviet ministries.' Like the old bureaucracies of communism, they sit athwart the market, breaking the link between the producers of goods and services and the people who use them."
15
The FCC strongly prefers to shoehorn any and all converged services into the lightly regulated information services "safe harbor," 16 including wireless broadband Internet access. 17 With rare the protection of consumers; and (iii) specifying such provision is consistent with the public interest." 47 U.S.C. §332(c)(1)(A)i-iii (2006) . See also 47 U.S.C. §160(a)(2006)(establishing similar forbearance criteria for other telecommunications service providers). Put another way, CMRS operators do not avoid most basic common carrier responsibilities simply because they provide wireless services, subject to partial regulatory forbearance. exception, the FCC appears reluctant to hold wireless operators to the still applicable Title II requirements, despite having not untaken the examination necessary to forbear officially from regulating.
18
Wireless carriers' efforts to frame the debate in terms of whether their video programming qualifies for deregulation as an information service largely shifts attention from a more fundamental question whether these carriers have the incentive and ability to discriminate in ways that harms the public interest. When cable television ventures attempt to favor corporate affiliates, or stifle competition in the delivery of, and access to video programming, the FCC has aggressively intervened.
III. Curbing Cable Television Market Power in Video Programming Access
The FCC has expressed longstanding concerns that cable television ventures have the incentive and ability to harm consumers by establishing vertically integrated firms 19 that create and distribute "must see" content while restricting or denying access to multi-channel video programming distributor ("MVPD") competitors:
we conclude that there are no good substitutes for some satellite-delivered vertically integrated programming and that such programming therefore remains necessary for
18
Section 10 of the Telecommunications Act, codified at 47 U.S.C. §160(a)(1)-(3) (2006) authorizes the FCC to forbear from applying specific aspects of Title II regulation if enforcement of such regulation is no longer necessary to ensure just and reasonable charges, is not necessary for protecting consumers and forbearance would serve the public interest.
19
Vertical integration refers to the combination of separate market activities by a single enterprise. For example, the major cable television companies own ventures creating video programming as well as the ventures that distribute such content to consumers. "Vertical relationships may have beneficial effects, or they may deter competitive entry in the video marketplace and/or limit the diversity of programming." Annual Assessment of the Status of Competition in the Market for the Delivery of Video Programming, Twelfth Annual Report, 21 FCC Rcd. 2503, 2575 (2006) . "Beneficial effects can include efficiencies in the production, distribution, and marketing of video programming, and providing incentives to expand channel capacity and create new programming by lowering the risks associated with program production ventures." Id. at n. 565. "Possible detrimental effects can include unfair methods of competition, discriminatory conduct, and exclusive contracts that are the result of coercive activity." Id. at n. 566. viable competition in the video distribution market. Based on this finding, we conclude that vertically integrated programmers continue to have the ability to favor their affiliated cable operators over competitive MVPDs such that competition and diversity in the distribution of video programming would not be preserved and protected absent the rule. Although we find some trends in the markets for both video programming and video distribution since 2002 that might decrease the incentive of vertically integrated programmers to withhold programming from competitive MVPDs, we also find some trends that increase their incentive to withhold programming, such as the increase in horizontal consolidation of the cable industry, the increase in cable clustering, and the recent emergence of new competitors. We also find specific factual evidence that, where the exclusive contract prohibition does not apply, such as in the case of terrestrially delivered programming, vertically integrated programmers have withheld and continue to withhold programming from competitive MVPDs.
20
Because cable television companies generate the vast majority of desired video content and control the major medium for distributing the content, the FCC has expressed concern that the cable companies can stifle competition, extract rates above competitive levels from subscribers, favor affiliated content providers, and stifle the development of new content sources. This concern for the consumer and determination of market failure juxtaposes with the Commission's lack of concern with similarly integrated providers of wireless video services.
The FCC has such grave concerns about the incentive and ability of cable television ventures to stifle consumer access to content that the Commission decided to extend for five more years a ban on exclusive contracts between vertically integrated programmers and cable operators to October 5,
2012
. 21 The Commission determined that that vertically integrated programmers still have the "What is most significant to our analysis is not the percentage of total available programming that is vertically integrated with cable operators, but rather the popularity of the programming that is vertically integrated and how the inability of competitive MVPDs to access this programming will affect the preservation and protection of competition in the video distribution marketplace. While there has been a decrease since 2002 in the percentage of the most popular programming networks that are vertically integrated, we find that the four largest cable MSOs (Comcast, Time Warner, Cox, and Cablevision) still have an interest in six of the Top 20 satellitedelivered networks as ranked by subscribership, seven of the Top 20 satellite-delivered networks as ranked by prime time ratings, almost half of all RSNs, popular subscription premium networks, such as HBO and Cinemax, and video-on-demand ("VOD") networks, such as iN DEMAND." Id. at ¶37.
23
"An exclusive arrangement between a cable-affiliated programmer and its affiliated cable operator will reduce the number of platforms distributing the cable-affiliated programming network and thus the total number of subscribers to the network. This results in a reduction in potential advertising or subscription revenues that would otherwise be available to the network. In the long term, however, the cable-affiliated programmer would gain from an increased number of subscribers as customers switch to the affiliated cable distribution service in order to receive the exclusive programming. Thus, an exclusive contract is a kind of "investment," in which an initial loss of profits from programming is incurred in order to achieve higher profits later from increased cable distribution. This type of arrangement is most profitable when the costs of the investment are low and its benefits are high." Id. at ¶44.
24
"We find that access to vertically integrated programming is essential for new entrants in the video marketplace to compete effectively. If the programming offered by a competitive MVPD lacks "must have" programming that is offered by the incumbent cable operator, subscribers will be less likely to switch to the competitive MVPD. We give little weight to the claims by cable operators that recent entrants, such as telephone companies, have not experienced "any trouble" to date in acquiring access to satellite-delivered vertically integrated programming." Id. at ¶41.
25
" [W] e conclude that there are no good substitutes for some satellite-delivered vertically integrated programming and that such programming therefore remains necessary for viable competition in the video distribution market." Id. at ¶29.
The FCC declined to narrow its restriction based on programmer suggestions that the Commission should apply the restriction based on the popularity of the programming network and competitive circumstances occurring in specific geographic areas served by a cable operator.
26
Additionally the Commission refused to limit the restriction to conventional cable television operators, which would exclude other MVPDs, or to limit the restriction to cable operators that have been in the MVPD market for more than five years, have extensive resources, and have entered into exclusive contracts for programming.
27
On the other hand, the FCC declined to expand the exclusive contract prohibition to apply to non-cable-affiliated programming, e.g., content created by verticially integrated DBS operators and new MVPDs such as AT&T and Verizon. The Commission also concluded that terrestrially delivered programming is beyond the scope of the exclusive contract prohibition in Section 628(c)(2)(D) that applies specifically to content delivered via satellite. However, in light of finding that a vertically 26 "The exclusive contract prohibition in Section 628(c)(2)(D) [of the Communications Act] and the implementing rules pertain to all satellite-delivered programming networks that are vertically integrated with a cable operator, regardless of their popularity." Id. at ¶68. "One of the key anticompetitive practices that the exclusive contract prohibition addresses is the practice of leveraging cable's market power collectively by withholding affiliated programming from rival MVPDs while selling the affiliated programming to other cable operators which do not compete with one another. A cable operator may gain by weakening a current or potential rival (such as a DBS operator) even in markets that the cable operator itself does not serve. Thus, proposals to narrow the exclusive contract prohibition by allowing exclusive arrangements outside of the footprint of the affiliated cable operator or with cable operators whose networks pass only a small number of households throughout the nation will impede competition in the video distribution marketplace. We similarly find that allowing exclusive arrangements for affiliated cable operators that face competition from both DBS and telephone companies would harm competition in the video distribution marketplace. We conclude herein that a cable operator will not lose the incentive and ability to enter into an exclusive arrangement in a given geographic area simply because it faces competition from both DBS operators and telephone companies in that area." Id. at ¶72.
"Section 628 makes no distinction among MVPDs of the kind suggested by these commenters. Moreover, we find that adopting such restrictions on the entities that can benefit from the prohibition will limit competition in the video distribution market and will result in no discernible public interest benefits." Id. at ¶74. integrated cable television operator had withheld terrestrially delivered regional sports network content in San Diego and Philadelphia, the FCC sought comment whether to extend the program access rules to all terrestrially delivered cable-affiliated programming.
28
A.
Prohibition on Tier-Buy Through Requirements
The FCC also limits the ability of cable operators to force subscribers to pay for content they do not want, so that they can "qualify" for accessing desired content. "As demonstrated by the examples of withholding of RSNs in San Diego and Philadelphia, we believe that withholding of terrestrially delivered cable-affiliated programming is a significant concern that can adversely impact competition in the video distribution market. To address this concern, we seek comment on whether it would be appropriate to extend our program access rules to all terrestrially delivered cable-affiliated programming pursuant to Sections 4(i), 201(b), 303(r), 601(6), 612(g), 616(a), 628(b), or 706, or any other provision under the Communications Act." Id. at ¶116.
29
Public Law, 102-385, 106 STAT. 1460, codified at 47 U.S.C. § 543(80(A) (2006) . "A cable operator may not require the subscription to any tier other than the basic service tier required by paragraph (7) as a condition of access to video programming offered on a per channel or per program basis. A cable operator may not discriminate between subscribers to the basic service tier and other subscribers with regard to the rates charged for video programming offered on a per channel or per program basis." 
B. Forced Alternatives to Mandatory Set Top Box Leases
The FCC also has established rules designed to enable cable television subscribers to access content via "cable ready" television sets 31 without the expense of having to lease a device, known as a set top converter to provide necessary signal descrambling functions. The FCC prohibits cable television companies from offering set top converters that combine security functions, e.g., descrambling, and other features, such as channel selection and navigation, electronic program guides, and pay per view, on-demand access to content. The prohibition prevents cable companies from requiring all subscribers to lease set top boxes. 32 With the integration ban, cable television companies 31 Implementation of Section 304 of the Telecommunications Act of 1996, Commercial Availability of Navigation Devices, CS Docket No. 97-80, Second Report and Order, 20 FCC Rcd. 6794 (2005) .
32
"At the heart of a robust retail market for navigation devices is the reliance of cable operators on the same security technology and conditional access interface that consumer electronics manufacturers must rely on in developing competitive navigation devices. We conclude that a software-oriented conditional access solution may provide a 'common reliance' standard capable of both reducing the costs for set-top boxes and adding significantly to the options that equipment manufacturers now have in using the CableCARD. In balancing our specific statutory requirement to assure commercial availability of navigation devices and our general obligation to facilitate and promote the DTV transition, we conclude that a further extension of the effective date of the prohibition on integrated devices will permit the development of the statutorily required competitive market for navigation devices, with the potential benefit of reducing costs to consumers." Id. 20 FCC Rcd. at 6807-08.
can perform security and digital rights management via a computer chip known as a CableCard that subscribers can insert into most recent vintage television sets. The court refused to consider this statutory claim on two procedural grounds: 1) that section 629(a) established a 60 day time period for any petitions for review of applicable Commission orders; and 2) that the petitioners never presented this issue for consideration by the FCC and therefore Section 405 of the Communications Act precludes raising the issue on appeal. The court also rejected petitioners' arguments that changed circumstances so warranted a different outcome that the FCC should have abandoned the nonintegration requirement. Given the fact that while CableCard compatible television sets had become commonplace, few consumers use CableCards, the court held "there was nothing unreasonable about the FCC's conclusion that 'the competitive reasons that led the Commission to impose the integration ban have not been eliminated by the developments in the market."'
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Additionally the court rejected the claim that the FCC failed to consider the additional costs cable companies would incur as a result of the ban:
The Commission also took steps to minimize industry costs, both by extending the implementation deadline from 2006 to 2007, and by promising to reconsider eliminating the ban altogether should the cable and consumer electronics industries achieve a downloadable security solution capable of providing common reliance without requiring the physical separation of security and non-security functions. 
IV. Reasons Why Wireless Carriers Should Bear Content Nondiscrimination Requirements Like That Borne by Cable Operators
In light of how wireless carriers market and bundle handsets with service, the concentrated nature of the industry, and the rewards accruing from walled gardens, the FCC should subject wireless carriers to the same sort of nondiscrimination applied to cable operators. In light of the likelihood that wireless handsets increasingly will become a competitive alternative to televisions and computer terminals, regulatory parity requires that vertically integrated wireless ventures bear similar burdens as cable operators if both type venture have similar incentives and abilities to exploit market power.
A. Public Benefits and Harms from Bundling Wireless Service with Handsets
United States wireless carriers can restrict the versatility and utility of handsets primarily because most subscribers acquire subsidized handsets in exchange for a two year service commitment and acceptance of carrier-imposed limitations on handset use. Wireless subscribers have grown accustomed to acquiring "free" or inexpensive handsets, and perhaps this benefit offers ample compensation notwithstanding the fact that wireless service rates factor in the cost of the subsidy and subscribers incur substantial financial penalties for changing carriers to terminating service before completion of the two year service commitment.
Wireless carriers can lock handset access to content and lock out content providers' access to handsets. Set out below is a list of existing lock out strategies:
• Locking handsets so that they cannot access competitor networks (by frequency, transmission format, firmware or software); in the U.S. carriers even lock handsets designed to allow multiple carrier access by changing an easily inserted Subscriber Identity Module ("SIM");
• Using firmware "upgrades" to "brick," i.e., render inoperative, the handset or alternatively disable third party firmware and software;
• Disabling handset functions, e.g., bluetooth, Wi-Fi access, Internet browsers, GPS services, and email clients;
• Specifying formats for accessing memory, e.g., music, ringtones, and photos;
• Creating "walled garden" access to favored video content of affiliates and partners; and In the United States a federal court ordered the FCC in 1956 to eliminate telephone company tariff restrictions on customers' rights to attach non-electronic acoustic devices to telephones. See Hush-a-Phone v. United States, 238 F.2d 266, 269 (D.C. Cir. 1956 ). In 1968 the FCC extended the right to include attachment of electronic devices. Use of the Carterfone Device in Message Toll Telephone Service, 13 FCC 2d 420 (1968 ), recon. denied, 14 FCC 2d 571 (1968 . 45 The Carterfone policy established by the FCC in 1968 requires all wireline telephone companies to allow subscribers to attach any technically compatible device. Consumers take for granted the right to attach any device to a network that is "privately beneficial without being publicly Previous FCC opposition to this principle failed to pass muster with a reviewing court that interpreted the Communications Act as mandating the right of consumers to attach equipment to the network in ways that were privately beneficial but not publicly harmful. Hush-A-Phone Corp. v. operate their own telephones for access to wireline networks and the same principle should apply for access to wireless networks. 46 Already many purchasers of Apple iPhones and other cellphones have resorted to "self help" tactics to eliminate manufacturer or carrier-imposed limitations on the handset's versatility, features, and access to third party applications and content. Rather than all but criminalize such tactics, NRAs should establish a handset technical certification process that makes it possible for any handset, operating in the proper format and frequency, to access any carrier's network. At the very least NRAs should adopt an explicit policy that forecloses wireless operators from imposing handset restrictions having no basis in legitimate network management.
B.
The access, e.g., Digital Subscriber Line ("DSL"), 48 fiber optic cable links, and wireline telephone service.
In addition to the possible market power accruing from a commanding share of the wireless industry, AT&T and Verizon vertically integrate by securing exclusive content distribution rights for carriage via their wireless networks. They horizontally integrate by bundling triple-play 49 and quadruple-play service packages 50 combining wireless service with wireline telephony, Internet access, and wireline video program access.
C. Incentives and Rewards from Wireless Walled Gardens
Wireless walled gardens provide carriers with the potential to extract higher revenues by greatly improving the odds that subscribers will pay for content and view advertising that generate higher payments than if subscribers had easier opportunities to use their handsets to access any content. For subscribers using a subsidized handset, wireless carriers can restrict access to competing carriers and content sources not making a payment to the carrier on grounds that the carrier fully disclosed the terms of what amounts to an installment sales contract containing lawfully restrictions on handset use.
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Digital Subscriber Links provide Internet access via the copper wires initially used solely to provide narrowband telephone service. Telephone companies retrofit the wires to provide medium speed broadband services by expanding the available bandwidth by about 1500 kiloHertz. The FCC provides the following definition: "Digital Subscriber Line is a technology for bringing high-speed and high-bandwidth, which is directly proportional to the amount of data transmitted or received per unit time, information to homes and small businesses over ordinary copper telephone lines already installed in hundreds of millions of homes and businesses worldwide. With DSL, consumers and businesses take advantage of having a dedicated, always-on connection to the Internet." Federal Communications Commission, FCC Consumer Facts, Broadband Access for Consumers, available at: http://www.fcc.gov/cgb/consumerfacts/dsl2.html. Peer-to-peer file transfers involves the transfer of content between two or more participants. With the use of software, such as BitTorrent, files can arrive in a timely manner by subdividing content into smaller units that are routed simultaneously via any participating network subscriber. delay subscriber P2P file transfers. 53 Using quite strong, disapproving language, the Commission determined that Comcast unduly interfered with Internet users' right to access the lawful Internet content and to use the applications of their choice:
Although Comcast asserts that its conduct is necessary to ease network congestion, we conclude that the company's discriminatory and arbitrary practice unduly squelches the dynamic benefits of an open and accessible Internet and does not constitute reasonable network management. Moreover, Comcast's failure to disclose the company's practice to its customers has compounded the harm. 54 Specifically, the Commission found that Comcast had deployed deep packet inspection Id. at ¶1.
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"Deep packet inspection uses specialized high-speed hardware and software that can identify packets in real-time. A service provider could use deep packet inspection to distinguish peer-to-peer traffic or even just traffic from a single peer-to-peer file-sharing application and either block it or reduce its available bandwidth. Without deep packet inspection, service providers and others could only resort to crude application-level techniques, such as cutting off all streaming video clips using standard formats after a certain time." Kevin Werbach, Breaking the Ice: Rethinking Telecommunications Law for the Digital Age, 4 J. TELECOMM. & HIGH TECH. L. 59, 92 (2005) .
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"When Comcast judges that there are too many peer-to-peer uploads in a given area, Comcast's equipment terminates some of those connections by sending RST packets. In other words, Comcast determines how it will route some connections based not on their destinations but on their contents; in laymen's terms, Comcast opens its customers' mail because it wants to deliver mail not based on the address or type of stamp on the envelope but on the type of letter contained therein. Furthermore, Comcast's interruption of customers' uploads by definition interferes with Internet users' downloads since 'any end-point that is uploading has a corresponding end-point that is downloading.' Also, because Comcast's method, sending RST packets to both sides of a TCP connection, is the same method computers connected via TCP use to communicate with each other, a customer has no way of knowing when Comcast (rather than its peer) terminates a connection.
Comcast used software to enable the company to masquerade as the recipient of a P2P file transfer sessions and to issue a command to reset, i.e., to stop sending traffic and start again. Comcast forged so-called TCP reset packets 57 even though it appears that the company could have handled the actually occurring traffic volume without having to degrade anyone's traffic. 58 The Commission noted that while Comcast initially disclaimed any responsibility for its customers' problems, tests conducted by the Associated Press and Electronic Frontier Foundation suggested that the company selectively interfered with subscribers' file sharing using P2P applications, a user practice that did not violate FCC rules, or Comcast's service terms and conditions. Comcast later acknowledged that it did target its subscribers' P2P traffic for interference and that such interference was not limited to times of network congestion.
This practice is not 'minimally intrusive' but invasive and outright discriminatory." Comcast Internet Order, at ¶ ¶41-42(citations omitted).
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"When an Internet user opens a webpage, sends an email, or shares a document with a colleague, the user's computer usually establishes a connection with another computer (such as a server or another end user's computer) using, for example, the Transmission Control Protocol (TCP). For certain applications to work properly, that connection must be continuous and reliable. Computers linked via a TCP connection monitor that connection to ensure that packets of data sent from one user to the other over the connection 'arrive in sequence and without error,' at least from the perspective of the receiving computer. If either computer detects that "something seriously wrong has happened within the network," it sends a 'reset packet' or 'RST packet' to the other, signaling that the current connection should be terminated and a new connection established "if reliable communication is to continue." Id. at ¶39 (citations omitted). 58 "Comcast's practice is overinclusive for at least three independent reasons. First, it can affect customers who are using little bandwidth simply because they are using a disfavored application. Second, it is not employed only during times of the day when congestion is prevalent . . .. And third, its equipment does not appear to target only those neighborhoods that have congested nodes -evidence suggests that Comcast has deployed some of its network management equipment several routers (or hops) upstream from its customers, encompassing a broader geographic and system area. With some equipment deployed over a wider geographic or system area, Comcast's technique may impact numerous nodes within its network simultaneously, regardless of whether any particular node is experiencing congestion." Id. at ¶48 (citations omitted).
The FCC concluded that Comcast's practices did not constitute legitimate network management, because the practices discriminated against specific applications without regard to whether they actually caused congestion by depleting the Comcast network of sufficient bandwidth:
On its face, Comcast's interference with peer-to-peer protocols appears to contravene the federal policy of "promot[ing] the continued development of the Internet" because that interference impedes consumers from "run[ning] applications . . . of their choice," rather than those favored by Comcast, and that interference limits consumers' ability "to access the lawful Internet content of their choice," including the video programming made available by vendors like Vuze. Comcast's selective interference also appears to discourage the "development of technologies" -such as peer-to-peer technologies -that "maximize user control over what information is received by individuals . . . who use the Internet" because that interference (again) impedes consumers from "run[ning] applications . . . of their choice," rather than those favored by Comcast. 59 The Commission noted that Comcast had an anticompetitive motive to interfere with customers' use of peer-to-peer applications, because such software provides Internet users with a highquality video access alternative to cable television services. Such video distribution poses a potential competitive threat to Comcast's video-on-demand ("VOD") service. The Commission also concluded that Comcast's practices were not minimally intrusive, as the company claimed, but rather were invasive in that the company substantially impeded subscribers' ability to access the content and to use the applications of their choice.
The Commission also concluded that Comcast exacerbated the situation by failing to disclose its practices to consumers. Because Comcast did not provide its customers with notice of the fact that it interfered with customers' use of P2P applications, customers had no way of knowing when Comcast would interfere with their connections. As a result, the Commission found that many consumers experiencing difficulty using only certain applications would not place blame on Comcast, 59 Id. at ¶43 (citations omitted). the Commission previously indicated that it would not hesitate to take action in the event that providers violated the principles set forth in the Internet Policy Statement. Moreover, the Commission repeatedly has stated its willingness to exercise the full range of its statutory authority to ensure that providers of cable modem service meet the public interest in a vibrant, competitive market for Internet-related services. For instance, in the Wireline Broadband Order, the Commission found that it had jurisdiction over providers of broadband Internet access services and stated that "we will not hesitate to adopt any non-economic regulatory obligations that are necessary to ensure consumer protection and network security and reliability in this dynamically changing broadband era." Specifically with regard to cable modem service, in the 2002 Cable Modem Declaratory Ruling sustained by the Supreme Court in Brand X, the Commission sought comment on a wide range of statutory bases for exercising ancillary jurisdiction over cable modem service, including section 230(b) of the Act. The Commission also While deciding that it should act on a case-by-case basis, the Commission held that it did not have to conduct a rulemaking or hearing to investigate and remedy Comcast's practices:
And to the extent that Comcast implies that our ancillary authority does not extend to adjudications but rather must first be exercised in a rulemaking proceeding, it is simply wrong. The question of whether the Commission has jurisdiction to decide an issue is entirely separate from the question of how the Commission chooses to address that issue. Perhaps more to the point, the D.C. Circuit has affirmed the Commission's exercise of ancillary authority in an adjudicatory proceeding and in the absence of regulations before. 65 The FCC concluded that "Comcast has several available options it could use to manage network traffic without discriminating as it does" 66 including imposing caps on average users' capacity and then charging overage fees, throttling back the connection speeds of high-capacity users (rather than any user who relies on P2P technology, no matter how infrequently), and working with the application vendors themselves.
Notwithstanding the fact that Comcast and other ISPs have pursued each of these options, the Commission determined that Comcast had to change its network management practices on a timely • Disclose the details of its discriminatory network management practices to the Commission;
• Submit a compliance plan describing how it intends to stop these discriminatory management practices by the end of the year; and
• Disclose to customers and the Commission the network management practices that will replace current practices. 68 The FCC warned Comcast that if it fails to comply with the steps set forth in the Order, the Commission will impose immediate interim injunctive relief requiring the company to suspend its discriminatory network management practices pending a hearing. 69 In light of the FCC's grave concern about the potential for cable television ventures to operate in a discriminatory manner in terms of how they provide subscribers with access to the Internet, it comes across as inconsistent and suspect for the Commission to have limited if any concerns about whether wireless carriers can engage in similar tactics. While consumers may have only one cable television venture available in any particular locality, the FCC notes that ample alternative broadband access providers exist ostensibly providing equivalent or more competition than that provided by wireless carriers. 70 Notwithstanding the apparent ability to change broadband providers in an 67 "Comcast's claim that it has always disclosed its network management practices to its customers is simply untrue. Although Comcast's Terms of Use statement may have specified that its broadband Internet access service was subject to 'speed and upstream and downstream rate limitations,' such vague terms are of no practical utility to the average customer." Id. at ¶53. "Our overriding aim here is to end Comcast's use of unreasonable network management practices, and our remedy sends the unmistakable message that Comcast's conduct must stop." Id. at ¶54. In the United States wireless carriers have actively and aggressively limited subscribers' handset flexibility and freedom without punishment.
Rather than wait for a consumer revolt, NRAs should state explicitly that:
1)
Wireless subscribers have the right to attach any handset that complies with standards designed to protect networks from technical harm; Wireless operators should bear the burden of proving that a particular handset would cause technical harm and therefore should not receive NRA certification;
2) Wireless subscribers have the right to use their handsets to access any service, software, application and content available by subscriber imputed commands or instructions. NRAs should expressly state that wireless operators should have an affirmative duty to receive, switch, route and transmit such subscriber keyed commands or instructions; and 3) Suppliers of software, applications, services and content accessible via wireless networks have the right to offer them to subscribers subject to a reasonable determination by carriers that such access will not cause technical harm to the carriers' networks. NRAs should reserve the right to mediate and resolve disputes over technical compatibility of any software, applications, services and content accessible via a wireless carrier network.
Additionally NRAs need to exercise vigilance to identify instances of excessive market consolidation. When wireless carriers acquire market share by buying out competitors consumers have fewer opportunity to "vote with their feet" when dissatisfied with service provided by their existing carrier. Already wireless carriers can engage in "consciously parallel" conduct where they offer roughly the same terms and conditions for service. For example, in the United States no carrier offers a discounted rate for existing or prospective customers who already have a handset available and who do not trigger a subsidy by seeking a new phone.
Lastly NRAs need to force wireless carriers to operate in a more transparent and forthright manner regarding the cost of service. Many wireless carriers have managed to insert into consumers' bills surcharges that appear as a tax or other type of compulsory fee. Without the duty to file tariffs and standard service terms and conditions, some wireless carriers can impose unanticipated charges.
Lock Down on the Third Screen: How Wireless Carriers Evade Regulation of Their Video Services Oct. 29, 2008 35 When handsets can access a much larger array of ICE services it becomes more essential that wireless carriers fully disclose instances where they offer subscribers superior access to content and preferential access to subscribers for specific content providers. Not all quality of service and price differentials violate a reasonable conceptualization of fairness and neutrality. But on the other hand, the failure to disclose instances of price and quality of service discrimination creates the appearance of impropriety and anticompetitive conduct. NRAs face a regulatory quandary when wireless carriers augment telecommunications with new ICE services. The carriers want to leverage these new services as grounds for elimination of just about any government oversight, particularly in light of the apparent inability of NRAs to subject a single enterprise to more than one regulatory regime. However, the onset of new services, which may qualify for classification as something other than a common carriage telecommunications service, does not by itself vitiate or justify elimination of the initial regulatory requirements. NRAs and wireless carriers will need to learn how to operate in an environment where two or more regulatory regimes apply when handsets offer an amalgam of telecommunications, information, and video services.
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